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S6: 626 /CNTT-KHCN
V/v bao cdo tinh hinh an toan, an ninh théng tin

thang 10/2020 Ha Noi, ngay 30 thang 10 nam 2020

Kinh gtri: Cac don vi truc thudc Bo

Thuc hién chitc nang nhiém vu vé bao dam an ninh, an toan va bao mat théng
tin ddi véi cac hé thdng thong tin, co sé dir liéu cua Bo, Nganh tai nguyén va moi
truong; Qua cdng tac thu thap, theo dbi, trich xuat, do quét, phan tich vé an toan
théng tin trong thang 10 nam 2020, Cuc Cong nghé thong tin va Dir liéu tai nguyén
mdi trudng Xin guri béo céo tom tat vé tinh hinh vé an toan, an ninh théng tin dén céc
don vi truc thuoc Bo (kém theo cong van).

C4c noi dung vé tinh hinh vé an toan, an ninh thong tin dwgc Cuc Cong nghé
théng tin va Dir liéu tai nguyén méi truong cap nhat trén trang web:
http://attt.dinte.gov.vn/.

Kinh dé& nghi cic don vi theo ddi dé tham khao va c6 bién phap chu dong
phong ngtra.

Tran trong./.

Noi nhgn: KT.CUC TRUONG
“Nhwwén, 7 PHC TRUON
- Bo truong Tran Hong Ha (dé bao cdo); O CUC UONG
- Cac Thir truong (dé bao cao); S
- Cuc truong (dé bao cao);

- Luu: VT, HTTT, KHCN&ATTT, TTCSHT.
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BO TAINGUYEN VA MOI TRUONG CONG HOA XA HQI CHU NGHIA VIET NAI
CUC CONG NGHE THONG TIN VA DU LIEU Pic lap - Tw do - Hanh phac
TAI NGUYEN MOI TRUONG

Ha Ngi, ngay 30 thang 10 nam 2020

BAO CAO
TINH HINH AN TOAN, AN NINH THONG TIN THANG 10/2020

(Kém theo Céng vin sé 626 ICNTT-KHCN ngay 30 /10/2020 cia Cuc Cong
nghé thong tin va Dz liéu tai nguyén méi truong)

1. Tinh hinh an toan thong tin chung
1.1. Tinh hinh an toan thdng tin trén thé gigi

Trong thang 10 nam 2020, tinh hinh an toan thong tin trén thé gidi co cac
thong tin noi bat sau:

1.1.1. L hong trong chip bao mat T2 cua Apple dé bi khai thac qua USB-
C.

Chip bao mat T2 cua Apple duoc sir dung trong cac thiét bi Mac cua Intel
dé xur ly kha ning luu trir dugc ma hda va khoi dong an toan, cling nhu 1 s6 tinh
nang khac. Chip nay dua trén bo vi xtr Iy Apple A10, va diéu nay ciing 1a 1y do dé
bi tin cong boi “checkm8” di duoc st dung dé bé khoa cac thiét bi iOS.

L& hong cho phép d6i twong tan cdng chiém quyén diéu khién qua trinh
khoi dong cua T2 dé truy cap vao phan cing. Sau khi c6 duoc quyén truy cap,
d6i twong tan cong sé chiém dugc quyén truy cap root, co thé tao keylogger va
danh cap mat khau, ma hoa 6 dia.

Viéc khai thac co thé dat dugc ma khdng can sy tuong tic cia nguoi ding,
chi can cam cap USB-C doc hai. Déi twong tan cong tao ra 1 thiét bi chuyén
dung, dat chip T2 vao ché d6 DFU, chay khai thac “checkraln” tai lén trinh ghi
khoa va thu thap tat ca cac khda. MacOS c6 thé khong bi thay do6i sau khi bé
khoa, nhung tat ca cac khda van co thé duoc dang nhap trén may tinh xach tay
Mac. Diéu nay 1a do ban phim cua MacBook dugc két néi truc tiép véi T2 va
chuyén qua MacOS.

Apple van chua va 16i bao mat nay. Vi muc dich bao mat, hé diéu hanh tiy
chinh SepOS cuia T2 dugc luu trix truc tiép trong SEPROM cua chip, nhung diéu
nay ciing ngan viéc khai thac thong qua ban cap nhat phan mém. Trong thoi gian
cho doi Apple phét hanh ban va, nguoi ding c6 thé ngan chan, giam thiéu rai ro
bi tin c6ng bang cach gitt an toan vat ly cho may Mac va tranh viéc cam céc thiét
bi vao cdp USB-C khong dang tin cay.



1.1.2. Canh bao 16 hong Instagram.

Cac nha nghién ciu caa Check Point phat hién ra mét 16 hong cé anh
huong cao (CVE-3030-1895) trén ng dung Instagram, cho phép dbi tuong
tan cong chén va thuc thi ma tir xa va truy cap vao may anh, micré,...cua muc
tiéu.

CVE-2020-1895 c6 diém CVSS 7,8 (cao), anh huong dén phién ban
Instagram truéc 128.0.0.26.128 trén ca hé diéu hanh Android va iOS. L3 hdng
tén tai do cach xur 1y cac thu vién caa bén thir 3, cu thé 1a khi sir dung Mozjpeg
(d6ng vai tro nhu 1 bd giai ma dinh dang JPEG cho cac hinh anh duoc tai 1én g
dung chia sé anh) cua ung dung Instagram.

Péi tuwong tan cdng chi can gui hinh anh doc hai dén thiét bi muc tiéu qua
WhatsApp, van ban, email hoic bat ky dich vu nhan tin nao khac. Nguoi ding
lru hinh anh vao dién thoai ctaa ho. Sau nay khi mé Instagram, ma s€ duoc thuc
thi va cho phép ddi twong tan cong truy cap va kiém soat tat ca dit liéu trén dién
thoai c6 lién két voi Instagram (nhu may anh cua thiét bi, dich vu GPS / vi tri,
danh ba va b nhd,...).

O cap do co ban nhat, viéc khai thac c6 thé duoc str dung dé lam hong tng
dung Instagram ciia nguoi ding, tir chéi ho truy cap vao ung dung cho dén khi ho
x6a n6 khoi thiét bi va cai dat lai. Nhung bén canh d6, viéc khai thac nay sé
khong anh huong trén dién thoai bi vo hiéu hoa quyén d6i voi Instagram.

1.1.3. Canh b4o 17 ¢ng dung Android bi nhiém phan mém doc hai Joker

Cubi thang 9 vira qua, Google di x6a 17 (ng dung Android bi nhiém phan
mém doc hai Joker (Bread) khoi Play Store. Joker 1a mét trong nhitng méi de doa
lau dai va tién tién ma Google da doi pho trong nhitng nim qua. Google da x6a
hon 1.700 ung dung khoi Play Store ké tir nam 2017.

Phan mém gian diép nay duogc thiét ké dé danh cap tin nhan SMS, danh
sach lién hé va thong tin thiét bi, dong thoi dang ky cho nguoi ding cac dich vu
giao thirc tng dung khong day WAP. 17 ing dung doc hai da duoc tai xuéng hon
120.000 lan trudc khi bi phét hién, ching bao gom nhu: Tangram App Lock,
Direct Messenger, Private SMS, Desire Translate,...

Theo quy trinh, Google da xo6a trng dung khoi Play Store, st dung dich vu
Play Protect dé tat ung dung trén cac thiét bi bi nhiém, nhung ngudi ding van can
thém thao tac x6a @ng dung khoi thiét bi caa minh.

Péi tugng tan cong sao chép chie niang cta 1 tng dung hop phép va tai nd
lén Play Store. Ung dung nay c6 ddy du chirc ning, yéu cau quyén truy cap,
nhung ciing khong thuc hién bat ky hanh dong doc hai nao khi né chay lan dau
tién. Vi su tri hodn nay nén qua trinh quét bao mat cia Google khong phét hién ra
ma doc hai.
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1.1.4. Canh bao tin cdng APT nham vao hé théng mang chinh phu, tiéu
bang, dia phuong, ... c6 muc dich lién quan dén viéc bau cu.

Gan day, CISA (Cybersecurity and Infrastructure Security Agency) da phat
hién cac chién dich khai thac chudi 16 héng bao mat dé chiém quyén truy cap vao
hé thng mang hoic cac tng dung cua cac nhom ddi twong tin cong APT, nhiam
muc tiéu vao cac hé théng mang cua chinh pha lién bang, tiéu bang, dia
phuong,...dac biét nghi ngd cac nhom dang nham muc tiéu lién quan dén viéc
bau cur.

Mot s6 khai thac khai thac 16 hong lién quan d¢én mang riéng 4o (VPN), 16
hong trong Netlogon, 16 hong Mobilelron CVE-2020-15505,... Sau khi ¢6 quyén
truy cap ban dau, doi tuong tan cong khai thac 16 hong CVE-2020-1472 dé truy
cap tat ca cac dich vu nhan dang Active Directory (AD). Tir d6 st dung cac cong
cu diéu khién tir xa nhu VPN, RDP dé truy cap véi thong tin dang nhap thu thap
duoc.

1.2. Tinh hinh an toan théng tin tgi Viét Nam

Trong thang 10 nam 2020, tinh hinh an toan thong tin tai Viét Nam co cac
thong tin noi bat sau:

1.2.1. Website/Cong thong tin dién tir 1a kénh cung cap thong tin hiéu qua
tuy nhién hau hét chua dugc quan tam ding muc dén viéc bao dam an toan thdng
tin, rat nhiéu trang ton tai diém yéu, 16 hong bao mat, d6i twong tan cong co thé
khai thac dé thyuc hién: tin cong thay doi giao dién, tin cong lira dao thu thap
thong tin tai khoan, thong tin ca nhan, tan cong cai cim va phat tin ma doc.

C6 507 trudng hop tan céng vao trang/cong thong tin dién tir cua Viét
Nam, trong d6: 6 trudng hop tan cong thay d6i giao dién, 136 truong hop tan
cong lira dao (Phishing), 365 truong hop tin cdng cai cim ma doc.

1.2.2. Nguy co phat tan tan cong tir chdi dich vu

Tan cong tir chdi dich vu 14 hinh thac tn cong da co tir 1au va hién tai van
dugc d6i tuong tan cong ua thich sir dung dé thuc hién cac y d6 xau. Tan cong tur
chéi dich vu vé co ban khéng nguy hiém nhung lai gay anh huong dén hoat dong
cua hé thong, gay thiét hai vé kinh té cho to chuc bi tan cong.

Tan cong tir chdi dich vy 6 thé dugc thuc hién véi nhiéu ky thuat khéac
nhau, nhung trong nhitng nim gan day phan I6n tin tic huy dong cac thiét bi dang
mé& cong dich vu str dung giao thie UDP dé thuc hién tan céng. Céc thiét bi nay
c6 thé bi huy dong dé dang dé thyc hién tan cong DRDOS (tan céng tir chéi dich
vu phan xa phan tan/Distributed Reflective Denial-of-Service) ma hiéu qua tan



cong lai rat cao. Rat nhiéu giao thirc ting tng dung déu c6 diém yéu/ld hong cho
phép thuc hién tin cong nay.

Tai Viét Nam, c6 rat nhiéu may chu, thiét bi c6 thé tro thanh ngudn phét
tan tin cong DRDoS. Trong thang, cd khoang c6 53.231 thiét bi c6 kha ning bi
huy d6ng va tré thanh ngudn tan cong DRDoS. Céc thiét bi nay dang mo st dung
cac dich vu NTP (céng 123), DNS (cong 53), Chargen (19).

1.2.3. L& hong diém yéu vé an toan thng tin

Trong thang 10 nim 2020, c4c to chic quéc té da cong bd va cap nhat it
nhat 1.492 16 hong, trong d6 ¢6 93 16 hong muc cao, 292 16 héng muc trung binh,
75 16 hong muc thap va 1.032 16 hong chua danh gia. Trong d6 co it nhat 116 16
hong cho phép chén va thuc thi ma Iénh. Tai Viét Nam, theo thong ké cho thay
c6 29 16 hong/nhdm 16 hong trén cac san pham, dich vu CNTT pho bién, c6 thé
gay anh huong 16n dén nguoi dung ¢ Viét Nam, nhu: Nhém 86 16 hong trong
phan mém Google, Nhoém 86 16 hong trong phan mém thiét bi Cisco, Nhém 23 16
hong trong cac san pham ctua IBM, Nhom 04 16 hong trong phan mém Joomla,
Nhom 03 16 hong trong san pham ctia Lenovo, Nhom 03 16 hong trong phan mém
Adobe, Nhém 02 16 hong trong phan mém Red_hat, Nhom 16 16 hong trong phan
mém Gitlab, Nhom 15 16 hong trong cac phan mém Mozilla, Nhém 09 16 hong
trong phan mém Apache, Nhém 09 15 hong trong phan mém Mediawiki, Nhom
06 16 hong trong phan mém Foxit, Nhém 05 1§ hong trong cac san pham cua
IBM, Nhém 05 16 hong trong phan mém Dpkg, Nhém 05 16 hong trong phan
mém thiét bi Wavlink, Nhém 14 16 hong trong phan mém Gitlab, Nhém 14 15
hong trong phan mém thiét bi Cisco, Nhom 11 16 hong trong phan mém Google,
Nhom 06 16 hong trong phan mém Foxit, Nhom 06 16 hong trong cac san pham
ciia IBM, Nhom 05 16 hong trong phan mém thiét bi Wavlink, Nhom 04 16 hong
trong phan mém Redhat,Nhom 85 16 hong trong cac phan mém ctia Microsoft,
Nhom 29 16 hong trong thiét bi Netgear, Nhom 26 16 hong trong cac san pham
ctia IBM, Nhom 25 16 hong trong phan mém Google, Nhom 13 16 hong trong
phan mém thiét bi Huawei, Nhom 08 16 hong trong phan mém Foxit, Nhém 05 18
hong trong san pham ctia Lenovo, v.v...

1.2.4. Thong tin vé 15 hong trén cac san pham/dich vu pho bién tai Viét
Nam

Danh sé&ch va thdng tin chi tiét cac 16 hong trén cac san pham/dich vu phé
bién tai Viét Nam xem tai Phu luc 1.

1.2.5. Hoat dong mot sb mang botnet, APT, ma doc

Danh sach c4c mang botnet va danh sach 1P/t&n mién doc hai c6 nhiéu két
néi tir Viét Nam xem tai Phu luc 2.



2. Tinh hinh an toan, an ninh thdéng tin tai Bo Tai nguyén va Moi
truong

2.1. Tinh hinh trién khai cdc quy dinh phép lugt vé an toan théng tin

Dé trién khai Chi thi s 14/CT-TTg, Cuc Cong nghé thdng tin va Dit liéu
tai

Trong thang 9 nam 2020, Cuc Cdng nghé théng tin va Dir liéu Tai nguyén
moi trudng da giri cong van sé 528/CNTT-KHCN ngay 08 thang 9 nim 2020 dén
cac don vi trong Bo vé viéc trién khai cong tac bao dam an toan thong tin, huéng
dan cac don vi lap ké hoach ho so dé xuat cap do cho cac hé thong thong tin dang
van hanh, ra soat tong thé hé thong thong tin dang van hanh, xay dung ké hoach
va trién khai danh gia an toan thong tin theo mo hinh 4 16p, cir ngudi tham gia
Poi trng cau khan cap su ¢6 an toan théng tin cia Bo Tai nguyén va Mai truong.
Hién nay Cuc dang tong hop dé trién khai thuc hién theo ké hoach.

2.2. Cong tac kiém tra giam sat, canh béo vé an toan thong tin

Qua cong tac do quét hé théng mang cia B, cac hé théng ding chung caa
Bo va cac Cong thong tin / Trang thong tin dién tir cua cac don vi, da phat hién
cac hinh thtc tin cong mang chu yéu nhu sau:

- D0 quét mat khau cac cong quan tri may chi dugc public ra Internet.

- DO quét 16 hong cac dich vu - dic biét 1a website (cong thong tin dién tir
bo, thu dién tar, quan Iy ho so cong viéc, ...).

- Nhiéu may tinh noi bo (may tinh cua ngudi sir dung) nhiém ma doc két
néi tai may chu diéu khién - C&C, thyc hién tan cong cac may cha noi b va cac
IP trén mang Internet.

- Hién tuong ngudi dung 16 mat khau tai khoan, bi hacker loi dung dé gui
thu rac, thu ¢6 ndi dung khéng phu hop, thu chira ma doc ra Internet.

- Thu rac, thu chira ma doc, thu c6 ndi dung/lién két lira dao tir bén ngoai
gui tai dich vu thu dién tuo Bo.

Théng tin chi tiét thong ké vé cac cudc tan céng vao hé théng mang cua Bo
Tai nguyén va Moi truong xem trong Phy lyc 3.

3. Khuyén nghi ddi véi cac co quan, don vi

Nham bao d¢am an toan théng tin trong hé théng mang cua cac co quan don
vi, Cuc Cong nghé thong tin va Dit liéu tai nguyén mdi truong khuyén nghi cac
don vi truc thuoc Bo:

- Truy cap trang web : http:/attt.dinte.gov.vn/ dé theo d&i hang thang cac
bao cdo, tong hop tinh hinh an toan thong tin caa Cuc Cong nghé thong tin va D
liéu tai nguyén moi truong.



http://attt.dinte.gov.vn/

- Thudng xuyén cap nhat tin tic tir cac béo céo caa don vi chuyén trach vé
an toan thong tin cua B, cac co quan chuyén trach an toan théng tin cua Bo
thong tin truyén thdng va céc tin tac tir cac chuyén gia bao mat trén thé gisi.

- Chi dao can bo/bo phan chuyén trach vé an toan théng tin cung cép dau
mbi ky thuat, dau mdi quan 1y dé thuan tién cho viéc lién lac va phdi hop véi bo
phan chuyén trach vé an toan thdng tin caa Bo xu Iy cac van dé vé an toan thong
tin cua don vi minh.

- Phé bién dén toan bo can bo, nhan vién trong don vi canh giac véi nhitng
trang web gia mao c6 nguy co danh cap tai khoan, dic biét I1a céc trang web gia
mao cac ung dung, dich vu pho bién; Chi dugc st dung tai khoan cong vu trong
cong viéc, khong sir dung tai khoan cong vu dé dang nhap vao céc trang web,
mang xa hoi, ...

- Chul dong ra soat, tang cudng trién khai cac giai phap dam bao an toan
thong tin cho céc hé théng thdng tin cta co quan; XAy dyng, ra soat cac phuong
an phong chéng tan céng mang, ung ciu sy c6 va hoat dong du phong trong
truong hop hé thong bi tan cong.

- Cir can bo ky thuat truc theo di, giam sét lién tuc hé thong dé kip thoi
phat hién cac dau hiéu bat thuong, xt Iy kip thoi cac van dé phat sinh néu co;
Theo ddi, cap nhat ban va cho cac 16 hong, dic biét 1a 156 hong bao mat; Chu dong
kiém tra, ra soat, boc g& ma doc ra khoi may tinh nguoi ding, hé théng mang;
Kiém tra va xu 1y cac thiét bi trong toan bo hé thong mang néu c6 dau hiéu két
néi dén céc tén mién doc hai.

- Phéi hop voi Cuc Cong nghé thdng tin va Dir lidu tai nguyén méi truong
trong viéc thuc hién cac hoat dong xay dung, tham dinh va phé duyét ho so dé
Xuat cap do va phuong 4n bao vé cho cac hé théng thong tin tai B nham trién
khai c¢6 hiéu qua Chi thi sé 14/CT-TTg caa Thu tugng Chinh phu.

- Pé dam bao an toan cho hé thong thu dién tir cling nhu toan hé thong
mang, cac dich vu cong cdng nghé thdng tin cia Bo, dé nghi ngudi sir dung thu
dién tir khi nhan duoc thu dau hiéu bat thuong can kiém tra lai thong tin nguoi
gui (tuyét doi khdng nhan va mé cac file dinh kém, cac lién két, cung cap théng
tin tai khoan, mat khau,...). Nguoi st dung nén doi mat khau thudng xuyén va
dam bao do khd ciia mat khau theo quy dinh.

Luu ¥: Tat ca cac thong bao vé hé thong thu dién dién tu, cac thong béo
stra chita, nang cap céac hé thdng CNTT cua Bo duoc gui duy nhét tir dia chi mail
citi@monre.gov.vn. Trong truong hop nhan dugc thu dién tor ¢ dau hiéu bat
thuong can thong bao cho don vi quan Iy van hanh qua sé dién thoai: 024
37956868 (s6 may lé: 1005) va chuyén tiép thu vé dia chi mail
citi@monre.gov.vn.


mailto:citi@monre.gov.vn
mailto:citi@monre.gov.vn

Trén day la bao céo tinh hinh an toan, an ninh théng tin thang 10/2020 cua
B6 Tai nguyén va Moi trueong, Cuc Céng nghé théng tin va D liéu tai nguyén
moi trudng giri cac don vi dé biét va phdi hop thuc hién./.



PHU LUC 1

(Kém theo Cong van so6 626 [CNTT-KHCN ngay 30 thang 10 ndm 2020 cuia Cuc Cong
nghé thong tin va Diz liéu tai nguyén moi truong)

DANH SACH CAC LO HONG TREN CAC SAN PHAM/DICH VU PHO
BIEN TAI VIET NAM (CAP NHAT THANG 10/2020)

STT

San pham/
dich vu

M® ta ngén

Ghi cha

Google

CVE-2020-0354
CVE-2020-6551
CVE-2020-6549

Nhém 86 16 hong trong phan mém
Google (Google Android; Google
Chrome) cho phép d6i tugng tan
cong thuc thi ma tir Xa, thu thap
thong tin, leo thang dic quyén, tin
cdng tir chéi dich vu.

ba co
thdng tin
xac nhan
va ban va

Cisco

CVE-2020-3414
CVE-2020-3426
CVE-2029-15992

Nhom 86 16 héng trong phan mém
thiét bi Cisco (Aironet Access Points,
Low Power, Wide Area,...) cho
phép ddi tuong tin cong truy cap
trai phép, tin cong tir chdi dich vy,
chén va thuc thi ma tly y,tin cong
XSS, tan cong CSRF.

Chua co
thong tin
xac nhan
va ban va

IBM

CVE-2020-4620
CVE-2020-4622
CVE-2020-4616

Nhom 23 16 hong trong cac san
pham cua IBM (Data Risk Manager
2.0.6) cho phép ddi tuong tan cong
thuc thi m& tuy y, thu thap théng
tin, tin cong CSRF, chdi dich wu,
leo thang dac cong XXE Injection,
XSS, hijacking.

ba co
thong tin
xac nhan
va ban va

Joomla

CVE-2020-
19447 CVE-
2020-19455
CVE-2020-
19450 ...

Nhom 04 16 hong trong phan mém
Joomla (Joomla 3.2.63) cho phép
doi tuong tan cong thu thap thong
tin.

Chua cé
thong tin
xac nhan
va ban va



https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-0354
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-6551
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-6549
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-3181
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-4620
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-4622
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-4616
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-9458
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-19447
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-19447
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-19455
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-19455
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-19450
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-19450

Nhom 03 16 héng trong san phdm |[Pi 6
CVE-2020-8333 |cija Lenovo  (Desktops, théng tin
5 | Lenovo |CVE-2020-8347 |ThinkStation, Enterprise Network |xac nhan
CVE-2020-8348 |pjsky cho phép dbi twong tn cong |va ban va
chén va thuc thi ma tuy v, tin cong
XSS.
Nhom 03 16 hong trong sdn pham cua |p3 co
Adobe 8;538388;22 Lenovo  (Desktops,  Thinkstation, |thong tin
6 ) ) Enterprise Network Disk) cho phép |xic nhan
CVE-2020-9739 461 tuone tin co hen va thue thi los e s
ong tan cong chen va thuc thi |v3 ban va
mi tiy ¥, tan cong XSS
th’)m 02 16 héng trong phan DI ch
mém Red_hat (Ansible Engine, |/ !
Red_hat CVE-2020- Undertow ) cho phép dbi tuong tan th,ong htAm
7 14365 CVE- |5ng chén va thuc thi ma tly y, thu [¥2¢ nhan
2020-10687 thap thong tin. va ban va
Nhém 16 16 hong trong phan mém i ch
_ CVE-2020- Gitlab (phién ban Git lab 8, 10, 11, | o -
8 Gitlab 13296 CVE- 12, 13) cho phép doi tuong tan cong A gnhén
2020-13321 tan cong tur choi dich vu, tan cbng va ban va
CVE-2020- stored XSS.
13322 ...
Nhom 15 16 hong trong cac phan
mém Mozilla (Firefox < 81,|Pd c6
CVE-2020- Thunderbird < 78.3, and Firefox [thong tin
9 | Mozilla |15673CVE-  |ESR < 78.3) cho phép doi twong tan xac nhan
2020-15676 cong thu thap thong tin, thuc thi ma |va ban va
CVE-2020- tly y, truy cap trai phép, tan cong
15668 ... Open Redirect.
Nhom 09 16 héng trong phian mém |[Pi ¢
10 Apache 51\5/9592&/05 ,(?F]poacheh (An(ti,N Hadoop; I}IiFi,.th.) thlﬁng htAin
2018-11765 pnep do1 tuong tan cong thu X{:IC vn .’;11,’1
thap thong tin, sta d6i va tai tép |va ban va

CVE-2020-9487

ngudn, tin cong tir chéi dich vu, tin
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https://nvd.nist.gov/nvd.cfm?cvename=CVE-2018-11838
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-8333
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-8347
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-8348
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-9745
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-9744
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-9739
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-14365
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-14365
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-10687
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-10687
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-8741
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-13296
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-13296
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-13321
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-13321
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-13322
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-13322
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-3127
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-15673
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-15673
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-15676
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-15676
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-15668
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-15668
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2019-20501
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-11979
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-11979
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2018-11765
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2018-11765
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-9487

cong XXE Injection.

Nhém 09 156 hoéng trong phan| _ )
CVE-2020- mém Mediawiki (cac phién ban < P4 €O
11 | Mediawiki [25860 CVE-  [1.31.10, < 1.34.4) cho phép déi |thOng tin
2020-25828  |twong tin cOng thu thap thong tin, [¥aC nhan
CVE-2020- |thn cdng XSS. va ban va
26121 ...
Nhém 06 16 héng trong phan mém [Pa  c6
CVE-2020- Foxit (Foxit Reader, PhantomPDF |thdng tin
Foxit  |26539 CVE- hien ba . T ~
12 2020-26537 phien Dban truge 10.1) cho ppep c?01 xac nhalil
tugng tan cong thu thap thong tin, |va ban va
CVE-2020- lthuc thi ma tir xa, truy cap tréi phé
26535 ... v U Xa, truy cap trai phep.
CVE-2020-4531 [Nhém 05 16 héng trong cac san phém . i
IBM CVE-2020-4727 |cua IBM (Business Automation fr)]% (,:O
13 CVE-2020-4607 [Workflow, InfoSphere Information ~ |10ng tin
Server, ...) cho phép ddi twong tin xac qnhal,l
cong thu thap thong tin, tin cong va ban va
hijacking
Nhém 05 156 hong trong phan mém i ch
CVE-2020- dpkg (phién ban < 18.11.10 va < thong tin
14 Dpdk  |14378 CVE- 19.11.5) cho phép ddi tuong tan cong w4C nhan
2020-14376 tran bo dém, sira doi bo nhé, gay mat va ban va
CVE-2020- dir liéu.
14375 ...
CVE-2020- Nhom 05 156 héng trong phan mém |Chua c6
15 Wavlink 12125 CVE- thiét bi Wavlink (wn530h4  router) thong tin
2020-12124 cho phep doi tuong tan cbng chén [xac nhan
CVE-2020- va thyc thi lénh tly y, tin cong tir [va ban va
12123 ... chdi dich vu.
Nhom 14 16 hong trong phan mém
CVE-2020- |Giitab (phién ban Git lab 7, 11, 12, [Pd  ¢6
13339 CVE- L A IR A :
. 13) cho phép doi tuong tan cong truy [thdng tin
16 Gitlab  |2020-13337 , A
CVE-2020- cap trai phep, chén va thuc thi lenh xac nhan
13338 tuy y, tan cong tu chdi dich vu, tan |va ban va

cong XSS.
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https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-9372
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-25869
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-25869
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-25828
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-25828
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-26121
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-26121
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-26539
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-26539
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-26537
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-26537
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-26535
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-26535
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-4531
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-4727
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-4607
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-1888
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-14378
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-14378
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-14376
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-14376
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-14375
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-14375
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-12125
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-12125
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-12124
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-12124
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-12123
https://nvd.nist.gov/nvd.cfm?cvename=CVE-2020-12123

Nhom 14 16 héng trong phan mém
thiét bi Cisco (Cisco ASR 5000 Series

CVE-2020-3601 ba c¢o
17 | Cisco  |CVE-2020-3602 Eg”;ggz . Séfg’ensco‘;’ o Sc}’l';,t""%rgi théng tin
CVE-2020-3568 | Pressivay Series,...) ¢ho bacp Colly 4 nhan
tuong tan cong thu thap thong tin, va ban v4
thyc thi ma tuy y, tan cong tur choi
dich vy, tan cong XSS.
i i Nhom 11 16 héng trong phan mém
ggg%fg%ﬂz_ Google (Google Android trén cac ba  ¢o
18 Goodle  12020-26604 thiét bi SamSung va LG) cho phép d01 théng tin
g CVE-2020- tugng tan cong truy cip trai phep, tan xac nhan
26603 cong Path Traversal, ngit két ndi [va ban va
TCP.
Nhoém 06 16 héng trong phan mém
gggfg%/OE Foxit (Foxit Reader, PhantomPDF |Pa  c6
19 Foxit  12020-26539 phién ban truge 10.1) cho phep doi |thong tin
CVE-2020- tuong tan cong thu thap thong tin, tan |x4c nhéan
26537 cong thuc thi ma tir xa, truy cap trai [va ban va
" phép.
Nhom 06 16 hong trong cac san pham
i i cua IBM (Security Access Manager Da co
gggggggf’égg Applicance, Maximo Asset [thong tin
20 IBM CVE-2019-4725 Management, Informix spatial, ...) cho [xdc nhén
phép doi tuong tan cong thu thap |va ban va
thong tin, chén va thyc thi 1énh tuy ¥,
tan cong XSS, tan cong spoofing.
Nhom 05 16 hong trong phan mém .
CVE-2020- |pisi b Wavlink  (WAVLINK ~ |[chu@  ¢6
12125 CVE- WNS30H....) cho phép dbi tuong thn thong tin
21 | Wavlink [2020-12126 . o) £10 PCP €07 IWOBS 1T Ixéc  nhan
cong thuc thi 1énh tuy y, thay déicai |, .,
CVE-2020- . LA . & ... [vabanva
12123 dat dinh tuyén, tan cong tur choi dich
vu, tan cong CSRF.
CVE-2020- Nhom 04 16 hong trong phan mém [Da co
25637 CVE- Redhat  (Libvirt ~API,  WildFly jthong tin
22 Redhat |2020-25644 OpenSSL, Ansible) cho phép doi |xdc nhan
CVE-2020- tuong tan cong leo thang quyén, tan |va ban va
25636 ... cong tur choi dich vu.
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Nhom 85 16 hong trong cac phan mém

cua Microsoft (NET
CVE-2020- Framework, Base3D, |Da co
16937 CVE- . o gAs - :
. Dynamics 365,...) cho phép doi tuong [thong  tin
23 | Microsoft |2020-17003 ISR . o . A n
tan cong thu thip thong tin, chén va |[x&c nhan
CVE-2020- PN L A N
thyc thi ma tr xa, tdn cong XSS, leo |va ban va
16918 ... < A A A X X
thang dac quyén, tan cong tur choi
dich vu.
ggg%ézgiloé_ Nhom 29 16 hong trong thiét bi |Pa co
Netgear ( D6200, D7800, RBK752, |thong tin
24 Netgear |2020-26909 <A SR ; ~
...) cho phép doi tuong tan cong thu |[xdc nhén
CVE-2020- thap théne tin. tn cone dich * ban va
26902 ap thong tin, tan cong dich vu. va ban va
Nhom 26 16 hong trong cac san pham
cve zuzn anp ot BV Coumo A ey 1
CVE-2020-4689 Phep &4 hhong  tin
25 IBM cong thu thap thong tin, chén va thuc |, A
CVE-2020-4388 xac nhan
thi ma tuy y, tan cong tir chdi dich vu, va ban v4
tin cong HTML Injection, XSS,
CSRF, XXE Injection, Path Traversal.
CVE-2020-0416 Nhom 25 16 hong trong phan mém D3 6
Google (Google Android 8, 9, 10, 11) |, . .
26 Google CVE-2020-0416 cho phép ddi twong tan cong thu thap thong _ tin
CVE-2020-0420 | . * . Iy . % [xd&c nhan
thong tin, truy cap trai phep, chenva | .,
L, va ban va
thyc thi ma tuy y.
Nhoém 13 16 hong trong phan mém
thiét bi Huawei (P30 Pro firmware, Pa co
ggggggg_gigg FusionAccess, HiRouter) cho phép ddi [théng  tin
27 Huawei CVE-2 02 O- 9109 tuong tan cong thu thdp thong tin, truy |xac nhan
i i cap trai phép, chen va thyc thi 1énh tuy |va ban va
¥, tAn cong tran bo dém, tan cong tir
chdi dich vu.
CVE-2020- Nhom 08 16 hong trong phin mém |Chua ¢
17415 CVE- Foxit (Foxit Reader, PhantomPDF) thdng tin
28 Foxit  |2020-17414 cho phép ddi tuong tan cong thu thap xac nhén
CVE-2020- thong tin, leo thang quyén, tdn cong |va ban va
17413 ... thuc thi ma tuy y.
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29

Lenovo

CVE-2020-8338
CVE-2020-8349
CVE-2020-8345

Lenovo (Diagnostics, Cloud
Networking Operating System,
HardwareScan Plugin, ...) cho phép
ddi tuong tan cong thyc thi ma tu xa,
leo thang ddc quyén.

Nhom 05 16 hdng trong san pham cua

ba co
thdng tin
xac nhan
va ban va
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PHU LUC 2

(Kém theo Céng van s6 626 /CNTT-KHCN ngay 30thang 10 ndm 2020 cia Cuc Cong

nghé thong tin va Diz liéu tai nguyén moi truong)

DANH SACH CAC MANG BOTNET VA IP/TEN MIEN PQC HAI CO

NHIEU KET NOI TU VIET NAM
(THANG 10/2020)

1. Danh sach cac mang botnet

2. Wannacry, Conficker, Avalanche, lotbotnet

2. Danh sach IP/tén mién doc hai c6 nhiéu két ndi tir Viét Nam

TT | Tén mién/IP

1 amnsreiuojy.ru

2 atomictrivia.ru

3 cp.hfuabngx.ru

4 differentia.ru

5 disorderstatus.ru

6 iugerfsodp9ifjaposdfjhgosurijfaewrwergwea.com

7 kvamuvsju.ru

8 ggdglocstxm.info

9 restless.su

10 rkphklelf.ru

11 xjpakmdcfuge.biz
12 Xjpakmdcfuge.com
13 Xjpakmdcfuge.in
14 Xjpakmdcfuge.ru
15 ydbnsrt.me

15
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zayzyyzmdsdz.info
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PHU LUC 3
(Kém theo Céng van s6 626 [CNTT-KHCN ngay 30 thang 10 ndm 2020 ciia Cuc Cong
nghé thong tin va Dz liéu tai nguyén moi trueong)
CAC CUQC TAN CONG MANG VAO HE THONG MANG CUA BQ TAI
NGUYEN VA MOI TRUONG
(THANG 10/2020)

N@i dung S6 liéu thong ké

Tong s6 cudc tan cong
mang dwgc ghi nhan va
ngan chan:

350,665 trong d6 ti 1& cac cudc tan cdng mang muc
do trén trung binh 1a 6%

1. Danh sach céac dich vu bj tAn cong nhiéu nhat

Dich vu chia sé file cua

. 0,
windows (cong 445) 37(%)
Dich vuy thu dién tu 24 (%)
Dich vu web (céng 80, 0
443) 35 (%)
Dich vu khac 4 (%)

B Dich vu chia sé file
(SMB)

B Dich vu thu dién t

® Dich vu web
(HTTP/HTTPS)

Dich vu khac

3. Danh sach cac loai virus, botnet phat hién trong hé théng mang

Adware.TC.gbbgfaeji
Andromeda.TC.aaggccbbb
Coinhive.TC.be

CrossRider.TC.af
Cryptominer.TC.gaedjcabf

Loai virus Generic. TC.gtapyt
Generic.TC.hhejcv
HEUR:Trojan.PowerShell.Generic
HEUR:Trojan-PSW.Win64.Generic
infecting website.TC.cicq
Malicious Binary.TC.jolktn
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MEM:Trojan.Win32.Cobalt.gen
phish_report. TC.caot
Phishing.RS.TC.xpof
Phishing.TC.obsi

Phishing_website. TC.aeubjk
PUP.Win32.Corelnstaller. TC.bpdu
Trojan.Win32.Malware.TC.dflav
Trojan-Dropper.VBS.Agent.bp
UDS:DangerousObject.Multi.Generic

Mang botnet

Cnc server
Glupteba
lot.tenchier
Miniast
Sality

4. Tinh hinh nhiém ma d¢

C

SO lwgng may tram
nhiem ma doc/tham gia
mang botnet

244 may tram.
Nhom van hanh h¢ thong mang tién hanh ngan chan
ket noi mang, phoi hop vai nguoi st dung dé xu ly

Luong thu rac va mi doc thong qua hé thdng thu dién tir ciia Bo trong thang 10

nam 2020:

Noi dung

| S liéu théng ké

1. Thong ké chung

Tong luong email giri nhan

82.025 (email)

Ti I€ thu rac

71.3 (%) (khoang 205.369 email)

Ti 1€ email chira ma doc

0,2 (%) (535 email)

250,000
205,369

200,000

150,000
100,000 82.025

50,000

535
0
Email thong thwong Email rac Email chirama doc

2. Cac hanh déng tan cdng nham vao hé thong mail
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Tong so cudc tan cong do tim mat q
khau tor nudc ngoai vao hé thong | 184.853 (luot do tim mat khau)
mail

, | IMAP (14,6% so cudc tan cong)
Cég: dich vu mail bi tan cdng nhiéu | SMTP (83,7%,56 cuge tan cong)
nhat OWA (1,7% s6 cudc tan cong)

6000
4990

5000
4000
3000

2000

1000 870

| \ 103
0

Giao thirc IMAP Giao thitc SMTP Giao thitc OWA

4. Email c6 ngi dung lira dio giri t6i ngudi dung B
Trong thang 10, ghi nhan tr hé thong giam sat khéng co tai khoan gui thu Itra dao
t61 nguoi dung thu dién to cua B
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